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Public Parameters PP = (p, g).

    p= 268435019; g=2;

PrKA = x =  randi(p-1)
PuKA = a = gx mod p

PuKA = a

PrKB = y =  randi(p-1)
PuKB = b = gy mod p

>> p=int64(15728303)
p = 15728303
>> g=5;
>> x=int64(randi(p-1))
x = 9712179
>> a=mod_exp(g,x,p)
a = 12677229

After receiving M' and , Bob according to (2.20) computes h' 
                           h'=H(M'||r), 

gs mod p = rah' mod p.                 (2.22)
     V1           V2         

and verifies if

Ver(a,,h')=V{True, False}{1, 0}.    (2.23)

Symbolically this verification function we denote by 

This function yields True if (2.22) is valid if:  h=h' and PuKA= a
=F(PrKA)= gx mod   and: M=M'
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>> M=AES128(CM,key,1,'d')
Out = 00000000000000000000000000003437
M = 47
>> Mok=‘47ok‘

>> C1=AES128(Mok,key,1,'e')
new = .....
C1 = 8c000e028c00c5008c870e00f7990eb3

>> g=5;
>> x=int64(randi(p-1))
x = 9712179
>> a=mod_exp(g,x,p)
a = 12677229

>> u=int64(randi(p-1))
u = 7085010
>> KA=mod_exp(g,u,p)
KA = 14438572
>> i=int64(randi(p-1))
i = 5104007
>> r=mod_exp(g,i,p)
r = 14538340
>> conc=concat(KA,r)
conc = 1443857214538340

hd28

>> h=int64(hd24(conc))
h = 12720923
>> hh=int64(hd24(concat(KA,r)))
ans = 12720923

>> xh=mod(x*h,p-1)
xh = 8603655
>> s=mod(i+xh,p-1)
s = 13707662

>> PuKB=4670305;
>> KB=872215;
>> R=2705869;
>> S=4402137;
>> hd=int64(hd24(concat(KB,R)))
hd = 3684952
>> rez=sig_ver(p,g,R,S,PuKB,hd)
rez = TRUE: Signature correct
        Val=    11780819

>> K=mod_exp(KB,u,p)
K = 10027187
>> key=dec2hex(K,32)
key = 000000000000000000000000009900B3
>> m='0501'
m = 0501
>> C=AES128(m,key,1,'e')
new= ........
C = 8c000e708c0069008cf20e00eb990eb3

>> CM='8c000e3c8c0075008c8d0e008c990eb3'
CM = 8c000e3c8c0075008c8d0e008c990eb3
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